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Introduction

e HTTPS with Certificates:

1. The HTTPS is a more secure way to access a website, with the communication content encrypted.
The encryption is done by using correct certificates.

2. For EKI-122x/152x series supports HTTPS function, but the certificates required are not built-in by

default. Users will need to import corresponding certificate files to the device to correctly enable the
HTTPS function.

3. Firmware Version:
- EKI-1521/2/4:v1.21 or later
- EKI-1221/2/4: v1.09 or later

* HTTPS function currently only on models with lower port numbers.
For standard 8 & 16 port model, currently not supported.

**With Encryption by Certificates, the system would require around 80s to collect sufficient “entropy”
to fully boot up after powered/rebooted.
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Generate the Certificates by EKI Utility on Windows (1/5)

* Download OpenSSL for Windows

e EKI Utility version should be v3.07 or later to support this function.

* Go to website for the OpenSSL installation file, and install it to the computer:

https://slproweb.com/products/Win320penSSL.html

Download Winil/Winb4 Open55L

Download Win32/MWing4 OpenSSl today using the links below!

File Type Description
Win&4 Open55L v3.1.4 Light SME Installer  |Installs the most commenly used essentials of Winé4 OpenS5L v3.1.4 (Recommended
EXE | M5l for users by the creators of OpenSSL). Only installs on &4-bit versions of Windows

and targets Intel x84 chipsets. Mote that this is a default build of OpenS5L and is
subject to local and state laws. More information can be found in the legal agreement
of the installation.

WWint4 OpenS5L v3.1.4
EXE | MSI

[ 40MB Installer

Installs VWWing4 OpenS5L v3.1.4 (Recommended for software developers by the

creators of OpenSSL), Only installs on 64-bit versions of VWindows and targets Intel
®x64 chipsets, Mote that this is a default build of Open35L and is subject to local and
state laws. More information can be found in the legal agreement of the installation.

EXE | MsI

Win32 Open55L v3.1.4 Light 4ME Installer | Installs the most commenly used essentials of Win32 OpenS5L v3.1.4 [Only install this

EXE | MSI if you need 32-bit OpenSSl for Windows. Mote that this is a default build of OpenSSL
and is subject to local and state laws. More information can be found in the legal
agreement of the installation.

WWin32 OpenS5L v3.1.4 I 16MB Installer | Installs VWin32 OpenS5L v3.0.4 (Only install this if you need 32-bit Open3SsL for

Windows, Mote that this is a default build of Open55L and is subject to local and state
laws. More information can be found in the legal agreement of the installation.
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Generate the Certificates by EKI Utility on Windows (2/5)

* Check System Settings
* Right click on “This PC” to find option “Properties”.

(This Step is to open up System page in the Control Panel. Other approach would also do.)

— v 4 B, ThisPC v o
Riib g
RFREHS v Folders (7)
3 This PC 3D Objects Desktop i, Documents
B 3D Objects b | 74 =
L AGO1
B Deskto Downloads Music _ Pictures
< g ‘ -—
2| Documents
¥ Downloads ﬂ Videos
. ICG_AE View S
D Music  Devices and drives (2) » Sort by >
=] Pictures o Local Disk (C:) Local Disk (D:) Group by >
B Videos 5@ | ———— i —— Refresh
Wy 422 GB free of 150 GB oy 113 GB free of 326 GB
i Local Disk (C:) ) Paste
i v Network locations (7) ‘

= Local Disk (D:) Paste shortcut
= Public (\aclfile.advantech.cc AGO1 ICG_AE 1 Undo Rename Ctrl+Z
= Tools (\\aclfile.advantech.col N & 1 Add a network location
, Group1 (\\acrﬁlez'advantECh 2 Tanle N arlfile advanterh carm) (1 Greavmd N\ arlfile? adviantarh Farn) properties

16 items
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Generate the Certificates by EKI Utility on Windows (3/5)

* Advanced System Settings
. A E& 5 Control Panel > System and Security » System
* In System page, click on the Advanced
System Settings to check it. Control Panel Home System Properties X
: Computer Name Hardware Advanced System Protection Remote
° IIA van ” n || k h & Device Manager
(bso to ta”b d a Ced ! a d E)I c t” ? & Remote settings You must be logged on as an Administrator to make most of these changes.
utton “Environment Variables...” for B Siempriisiion Nl
fu rt h er ed |t| N g . ® Advanced system settings Visual effects. processor scheduling, memory usage, and virtual memory
Settings...
User Profiles
Desktop settings related to your sign4n
Settings...
Startup and Recovery
System startup, system failure, and debugging information
Settings...
| I Environment Varables... I I
0K Cancel Apply
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Generate the Certificates by EKI Utility on Windows (4/5)

* Modify Environment Variable

* Select “Path” in the System Variables for Edit, and click “New” to add path inside.

Path adding: C:\Program Files\OpenSSL-Win64\bin

User variables for Audrey.Wang

©_

C:\Program Files\Eclipse Adoptium\jdk-8.0.362.9-hotspot\bin
CA\TwinCAT\Common6t4

New i

CATwinCAT\Common32
Variable Value %SystemRoot%\system32
OneDrive C:\Users\ %SystemRoot%
OneDriveConsumer C:\Users\ | %SystemRoot%\System32\Wbem
Path C:\Users\ %SYSTEMROOT %\System32\WindowsPowerShell\v1.0\
TEMP C:\Users\ %SYSTEMROOT %\System32\OpenSSH\
TMP C:\Users\ C:\Program Files (x86)\nodejs\
C:\Program Files\dotnet\
C:\Program Files\Microsoft SQL Server\130\Tools\Binn\
C:\Program Files\Microsoft SQL Server\Client SDK\ODBC\170\Tools\Bi...
System variables
riable Value
UMBER_OF_PROCESSORS 8
0s Wi
Path C:\Prog!
PATHEXT .COM..
PROCESSOR_ARCHITECTURE AMD64
PROCESSOR_IDENTIFIER Intel64 Fa oK
PROCESSOR LEVEL 6 —

OK

Cancel

Edit
Browse...

Delete

Move Up

Move Down

Edit text...

Cancel

QActivate
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Generate the Certificates by EKI Utility on Windows (5/5)

* Generate the Certificates by EKI Utility
* After adding the Environment Variable, start EKI Utility and go to Create CA under Tools.

* Select the folder to store the generated certificate files.

File View Management

FEIR

{Q EEI Device

RootZa

Berver

Wame

Client

Wame

v Create new Server CA

Ve

[w Create new Client Ca

|l3]iE]'1t

Tools  Help
Simple Serial Test

[w Create new FootZA

[ dseeerid |
[ bsizar |

£

30 Models
Calvin
W Cert-test_Calvin

20210421 _FEZREK-0333EEEEEE
20210510 _ClientCerts
20210909 ValidDateLonger
20211004_CA-BitLength4096
20211021 _FromTakblet
20230830 _Cert37iE
20231117 _Certs_for EKIUtility

BUSEMEM) B A
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Generate the Certificates by VCOM-Driver on Ubuntu

root@calvin-virtualBox: fhome/calvin# adv-eki-tls-create -n ekiil234abcd

* VCOM Driver with OpenSSL embedded checking for rootcA files:

public key /usr/local/fadvtty/rootCA.pem found.

¢ VCOM Driver version should be v2.2.3 or later to ED L0 O e e s L O e
H H Generating DH parameters, 1024 bit long safe prime, generator 2
Support th|S funCtlon' This is going to take a long time

e Using command below to create related
certificates:

Can't load froot/.rnd into RNG
140351476867520:error :2406F079: random number generator:RAND load file:Cannot ope

#SUdO adV'eki'tIS'Create -N ek|1234ade CUUICCICN  file:../crypto/rand/randfile.c:88:Filename=/root/.rnd

File Name You are about to be asked to enter information that will be incorporated

. . . into your certificate request.
° DefaU|t ROOtCA flle WI” be created durlng the What you ar: about t: ezte: is what is called a Distinguished Name or a DN.
HY There are quite a few fields but you can leave some blank
prOceSS, If It was not there before' For some fields there will be a default value,

If you enter '.', the field will be left blank.

e Sample as the scre‘enshot on the right. . | Country Name (2 letter code) [AU]:TH N
Users W|” need tO |nput some |nf0rmat|0n dur'ng State or Province Name (full name) [Some-State]:Taipei

Locality Name (eg, city) []:Taipeil

the Creating of the Certificate files) SUCh as Country Organization Name (eg, company) [Internet Widgits Pty Ltd]:Advantech

Organizational Unit Name (eg, section) []:ICG

Name’ Organization Name’ passwor‘d’ etc. Common Name (e.g. server FQDN or YOUR name) []:calvin
Email Address []:calvin.lin@advantech.com
* Users can edit the /Usr/local/athty/SS|.json to Please enter the following 'extra' attributes
. . to be sent with your certificate request
Cust0m|ze the fl|eS: A challenge password []:whatever

An optional company name []:
read EC key

* Password, file path of the RootCA public key, Writing EC key
and the key pair can be customized in th|S f||e Copy the following files to the corresponding EKI device server

* key-pair(pub/priv): ekii234abcd.pem - Certificate File for HTTPS

* diffi-hellman: ekiil234abcd dh1024.pem
* rootCA: Jfusrflocal/advtty/rootCA.pem




Upload the Certificates to EKI Device

e Service / Web Server
1.

Change the HTTPS support option to Enable.
This enable the HTTPS function on EKI, while
the HTTP still available.

Select the created certificate file and upload.
File should be used: *.pem

e Use the same file for both, ex. client.pem,
and upload it to both “Certificate” and

“Private Key”.

Click the Save button below to store the
configuration, and reboot.

System

= Service
VCOM
UsDG
Web Server

i Ethemet
Configuration

% Port Configuration
L Monitor

L\ Alarm

i= Syslogd

# Tools

[# Management

= Home [/ Semice / Web Server

o Web”

2

Support HTTPS @ Enable QO Disable

Certificate

Private Key

Upload Path EESERE

Thumbprint | 72:45:9A'BA S8 FF:B093.__.
Valid From | Nov 27 03:06:33 2023 GMT

Expiry Date | Sep 16 03:06:33 2026 GMT

+ Show Details

Upload Path EESERE
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